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1 Introduction and Overview

Keeping all your contact data up-to-date and in sync and making it available
everywhere can be a tedious task. Especially for enterprises which want to
provide a global address book, this poses a challenge. If you have a wide variety of
clients wanting to access this information, you need a solution which works on all
platforms, including mobile ones. You also want tight control over which user has

access to your data and you need powerful management tools.

PeopleSync was designed with all that in mind. It builds on industry standards
such as CardDAV and LDAP and utilizes your existing LDAP directory service, such
as Microsoft Active Directory, AD LDS, or NetlQ eDirectory to manage access

control.
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2 How does PeopleSync work?

PeopleSync consists of several components which work together to provide
contact data to mobile devices. In this chapter, an overview will be given about

how these components work together in PeopleSync.
2.1 Architecture

PeopleSync consists of several components which work together to provide
contact data to devices and applications. In this section, an overview will be given

about how these components work together in PeopleSync.

Service Database Frontend

m

O‘*’ <
)
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R
Sources Configuration Card DAV and
(Directories) Console LDAP Clients

Figure 1: PeopleSync Architecture
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Viewed from the client perspective, the devices and applications connect to the
PeopleSync Frontend Server. The Frontend Server is a combination of two
components. The CardDAV server runs on top of the Microsoft Internet
Information Services (1IS). The LDAP service is based on Microsoft Active Directory

Lightweight Directory Services (AD LDS).

The Frontend Server connects to an LDAP directory service in order to
authenticate the user. The user’s group memberships are used to determine
which address list the user has access to. Address lists and their content are
parallel stored in the PeopleSync Database in Microsoft SQL Server and in the
LDAP directory. Devices and applications connect to PeopleSync via the standard

protocols CardDAV and LDAP.

The PeopleSync Service executes PeopleSync Agents, which extract contact data
from various source systems, e.g. Active Directory, Exchange or SharePoint, and

imports these contacts into corresponding address lists.

All Agents are unidirectional —i.e. they mirror contacts from a source system, but
do not write back changes made in PeopleSync. Therefore, address lists serviced

by PeopleSync Agent should be read-only for users.

Finally, the PeopleSync Console is used to configure address lists, permissions and

data import.
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2.2 Software Components

PeopleSync comes with a modular and scalable design. The following software

modules can be installed altogether on one machine or on dedicated machines.
2.2.1 Server Components

The PeopleSync Service is the core component of PeopleSync. The service
executes all workflows including license checks, address list synchronization

agents and database content management.

The PeopleSync Frontend Server is the single point of connection for the clients.
The server provides the address lists for client-side synchronization via CardDAV
with the database. It is supported to add several web servers for scalability and

availability reasons in PeopleSync Enterprise Edition.

The PeopleSync Database stores the address lists and all configuration

information in Microsoft SQL Server.
2.2.2 Administrative Components

The PeopleSync Console is the administrative GUI for PeopleSync. The console

stores the configuration in the database.
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2.3 Configuration Objects

In this chapter, an overview about the different configuration objects in

PeopleSync is given.
2.3.1 Address Lists and Service Accounts

A PeopleSync Address List is a collection of contact items that are stored in the
PeopleSync database. Agents store their data in address lists. Clients synchronize
address lists — e.g. to a phone’s local address book. The access to an address list is
controlled by an access control list, which uses groups from an enterprise

directory service.

A PeopleSync Service Account is an account with permissions to write to an

address list. It is for use by an agent.

Address lists should be modified either by a single agent job or by a client. To
modify contact data in a shared PeopleSync address list on PeopleSync clients,

assign Modify permissions to a user or group in the access control list.
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2.3.2 Agents

A PeopleSync Agent is a software interface for a specific data source. Agents
synchronize contact items from a data source to a PeopleSync address list. The

following agents come with PeopleSync:

=  The Active Directory Agent imports contact data including thumbnail
photos from Active Directory user and contacts to PeopleSync. An LDAP-
filter selects and filters the synchronized data. This agent can be used to
retrieve the GAL for Exchange on premise installations.

=  The Exchange GAL Agent imports users and contacts from the Microsoft
Exchange Server global address list to PeopleSync. A filter can be set to
include only selected objects. This agent is primarily used for Office 365
Exchange Online GALs.

=  The Exchange Folder Agent imports contacts located in a contacts folder
in an Exchange mailbox or public folder.

=  The SharePoint Agent imports items from SharePoint lists to PeopleSync.
Default contact lists and customized lists are supported. The mapping of
fields can be customized in the agent configuration.

=  The Database Agent imports contacts from a database table into
PeopleSync using a custom field mapping. The agent can also import

photos referenced by URL or folder path.

It is possible to create several agent jobs per agent type to synchronize e.g. two

different Exchange contact folders to dedicated PeopleSync Address Lists.
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2.3.3 Workflows

An agent is defined by a PeopleSync Workflow. The workflow contains a set of
tasks that will be executed to import contacts from data sources. Currently,
Workflows cannot be customized. The customizing of workflows is expected to be

supported in PeopleSync Enterprise Edition in the future.
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3 System Requirements

The following system requirements apply for the PeopleSync components. We

distinguish between the different PeopleSync server roles and the console:

o (]
) s ® 9
7 = .8 fe} o
() S c © @

. - < o - c
Requirements 2l e | £ 818
x64 CPU Architecture X X X X
System Memory (RAM) 4GB 2 GB
Free Hard Disk Space 1GB*
Microsoft Windows Server 2012 R2 and higher X X X X

Microsoft Active Directory Lightweight Directory Services

Microsoft SQL Server 2012 or higher X

Windows Management Framework 3.0 X

Note: It is possible to install all roles on a single server or on dedicated systems.

All-in-one systems need to fulfill all requirements of the different roles.

3.1 User Directory

When users access address lists from their devices, they need to authenticate at
the PeopleSync Frontend Server. PeopleSync contains no user directory, but

instead relies on existing enterprise LDAP directories.

Currently, the following user directories are supported:
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e  Microsoft Active Directory
e  Microsoft Active Directory Lightweight Directory Services (AD LDS)

e NetlQ eDirectory

When using Active Directory as a user directory, nested group memberships are

evaluated by PeopleSync.
3.1.1 Special Requirements for NetlQ eDirectory

PeopleSync uses the following attributes and object classes in NetlQ eDirectory:
User object:

e objectClass: inetOrgPerson
e  attribute for user name: uid

e group membership: groupMembership

The attribute groupMembership is used by PeopleSync to calculate rights to
address books. If a group membership is not listed here, PeopleSync cannot know

about it. In PeopleSync, eDirectory users authenticate with their uid.
Group object:

e objectClass: groupOfNames

e RDN:cn

In eDirectory, only direct group membership will be evaluated. It is not possible to

use nested groups.
3.1.2 Special Requirements for AD LDS

PeopleSync uses the following attributes and object classes in AD LDS:

User object:
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e objectClass: user
e  attribute for user name: userprincipalName

e group membership: memberOf

The attribute memberOf is used by PeopleSync to calculate rights to address
books. If a group membership is not listed here, PeopleSync cannot know about it.

In PeopleSync, AD LDS users authenticate with their userPrincipalName.
Group object:

e objectClass: group

e RDN:cn

In AD LDS, only direct group membership will be evaluated. It is not possible to

use nested groups.

3.2 PeopleSync Service

3.2.1 Hardware

We recommend the following minimum hardware:

= x64 CPU architecture
= 4 GBRAM
= 1 GB free hard disk space

The requirements for the Microsoft software products apply for PeopleSync also.
Depending on the number of address book entries and clients, extended

hardware requirements might apply.
3.2.2 Microsoft Software

The following Microsoft software components are required:
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= Microsoft Windows Server 2012 R2 x64 and higher

=  Windows Management Framework 3.0

1 Only required in all releases of Windows Server 2008.
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3.3 PeopleSync Frontend Server

3.3.1 Hardware

We recommend the following minimum hardware:

= x64 CPU architecture
= 4 GBRAM
= 1 GB free hard disk space

The requirements for the Microsoft software products apply for PeopleSync also.
Depending on the number of address book entries and clients, extended

hardware requirements might apply.

Note: To scale to a large number of clients, it is possible to implement several

load-balanced PeopleSync Frontend Servers.

3.3.2 Network requirements

The Frontend Server needs access to the PeopleSync Database and an LDAP

Server. If port restrictions are in place, the following ports need to be opened:

e LDAP Server (Depending on directory type):
o Active Directory: 389 TCP, 636 TCP, 3268 TCP
o ADLDS: 389 TCP, 636 TCP
o eDirectory: 389 TCP, 636 TCP

e  Microsoft SQL Server: Port 1433 TCP?

2 See Microsoft KB Article 287932 (http://support.microsoft.com/kb/287932/en)
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3.4 PeopleSync Database

Microsoft SQL Server 2012 or higher is required as a local database instance or on
a dedicated database server. SQL Server must be configured for SQL Server Mixed

Mode Authentication.

Microsoft SQL Server hardware requirements apply for this system. Depending on

the number of address book entries and clients, extended hardware requirements

might apply.

Note: All SQL Server Editions (Express, Standard, Enterprise,...) are supported.
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3.5 PeopleSync Console

3.5.1 Hardware

We recommend the following minimum hardware:

= x64 CPU architecture
= 2 GBRAM
= 1 GB free hard disk space

The requirements for the Microsoft software products also apply to PeopleSync.
3.5.2 Microsoft Software

The following Microsoft software and components are required:

= Windows Server 2012 R2 x64 and higher
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3.6 PeopleSync Clients

PeopleSync uses the open standards CardDAV and LDAP on the client side.

Therefore PeopleSync works with all CardDAV and LDAP clients in the market.

= CardDAV Clients
The PeopleSync Frontend Server provides vCards via the CardDAV
protocol in Microsoft IIS. The protocol is supported on all major mobile
device platforms. Apple iOS, BlackBerry 0S10 and Windows Phone come
with native support for CardDAV.

= 0
E Add new account

Accountname:  PeopleSync Server

Cancel Edit Account Severname:  peoplesync.contoso.cor v/

< Use ss! eesss Teickomde =  19:09 ® 77 % w0
Usermame *
E Cancel PeopleSync Done
lisa@contoso.com
Rest
User name: lisa
Email Address Account (

i Password.  esessssase
lisa@contoso.com

Update Password Confirm: ~ seesesssss

.......... Server peoplesync.contoso.com
Sove  Concel

User Name lisa
Server Address *

Password esesesee

peoplesync.contoso.com O Peo pIeSy TR

Sync Interval
30 Minutes e =

Advanced Settings

Figure 2: CardDAV clients in various smartphones

messageconcept provides a free CardDAV App for Android smartphones
and tablets in the Google PlayStore and the Amazon Appstore. The app

comes with AutoDiscover of the PeopleSync server settings via DNS.
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=  PeopleSync-Clients
Beyond mobile devices, PeopleSync works with other CardDAV clients
such as Apple’s Address Book application on Mac OS X. Many email
applications such as Microsoft Outlook or Mozilla Thunderbird support
PeopleSync natively or via CardDAV plugins.
The PeopleSync Frontend Server uses Microsoft AD LDS to provide
directory services for LDAP clients. In contrast to CardDAV, the LDAP
protocol supports no synchronization, but online access. The protocol is
natively supported on most mobile platforms and in almost all email
clients.
Beyond computers and mobile devices, LDAP is supported by most
desktop phones and telephone systems. This allows caller ID resolution

on every office phone.

It is even possible to combine CardDAV and LDAP on a single device to
synchronize via CardDAV a data subset, e.g. customer addresses of a dedicated
sales district, and access other data via an LDAP online query. If you need to
synchronize with further platforms, contact our support team to find a solution

for your clients.

Please find more details on supported clients and devices in the PeopleSync Client

Configuration Guide.

© messageconcept software GmbH Page 20



messageconcept

4 Setup

PeopleSync consists of a PeopleSync Agent, PeopleSync Console and PeopleSync

Frontend Server. These components need to be installed in the following order:

PeopleSync Backend (Console, Agent)
PeopleSync Frontend Server

Initial Configuration

S A

Optional: Further PeopleSync Consoles
4.1 Backend Installation

The installer needs to be run with an account that is both a local administrator

and an administrator of the SQL Server.

1. Start the PeopleSync Backend Installer.

nessageconcept PeopleSync Setup X

@ Welcome to the PeopleSync
Setup Wizard

The Setup Wizard wil install PeopleSync on your computer.,
Click "Next" to continue or “Cancel” to exit the Setup Wizard,

2. Accept the end user license agreement.
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3. Select the installation folder.

[# messageconcept PeopleSync Setup - X

Select Installation Folder
This is the folder where PeopleSync will be installed.

Toinstall in this folder, dick Mext™. To install to a different folder, enter it below or dick
"Browse”,

Folder:

Ci\Program Files\messageconceptiPeaplesync| Browse...

4. Choose which components to install. If you choose to install the PeopleSync

Agent, the console will automatically be selected.

[# messageconcept PeopleSync Setup X

Configure how PeopleSync will be installed @

Features  Instalation Folder

Select the features to be installed

-, Peoplesync Console
s, Peoplesync Agent

x> e

5. Enter the database connection. The database will be created by the installer.

If you are connecting to the default instance of SQL Server, only the server
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name needs to be entered.
[# messageconcept PeopleSync Setup ®

SQL Database
Configure SQL Connection...

Please enter SQL Server name and database name. If the database does not exist, it
will be created.

Server{instance: | NEEETTES ‘

Database: ‘ PeopleSync ‘

6. Enter the name of an existing Active Directory or local security group whose
members will be allowed to use the PeopleSync Console. It is recommended
to create a new group in Active Directory or locally. Please create the group

before proceeding; otherwise PeopleSync will not work properly.
[# messageconcept PeopleSync Setup X

Administrators Group
Configure Active Directory Group for Administrators

Please spedify an existing Active Directory group. Group Members will be able to
administer Peoplesync.

Domain: [ Contoso |

Group: ‘ PeopleSync Admins ‘

<o Concel

7. Enter credentials for PeopleSync Agent's service account. The service account
must be a domain account that is a member of the server's local

administrators group. Note that the account shouldn't have domain
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administrator rights.

[# messageconcept PeopleSync Setup ®
PeopleSync Service Account Logon Information
Specify service account information

Please enter credentials for the PeopleSync Agent Service. The account needs to have
local Administrator rights.

User Name: ‘ paservice ‘
Domain: ‘ Contoso ‘

Passward: ‘

< Back Cancel

8. Choose the type of LDAP directory you would like to use.

[# messageconcept PeopleSync Setup ®

Choose User Directory Type
Specify User Directory
Which type of LDAP directary contains the users and groups you want to use for
authentication and authorization?
(@ Microsoft Active Directory

(O Microsoft AD LDS | ADAM

(O NetIQ eDirectory

9. Start the installation.

[# messageconcept PeopleSync Setup ®

Ready to Install
The Setup Wizard is ready to begin the PeopleSync installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™, Click "Cancel” to exit the wizard.

< Back Instal Cancel

m © messageconcept software GmbH Page 24



messageconcept

10. After installation has finished, a password must be set which will be used by
PeopleSync to encrypt and decrypt sensitive configuration data. Please note
the password you chose and enter the same password on all systems where
you install either PeopleSync Console or Agent.

The password is set with PeopleSync Encryption Configurator, which will be

automatically launched by the setup.

) PeopleSync Encryption Configurator = O

Configure Encryption

During PeopleSync setup, a secret key must be set
to protect sensitive data in the PeopleSync
database.

The key must be set on every computer where the
PeopleSync Service or PeopleSync Console are
installed.

This wizard sefs the PeopleSync encryption key.

Auf Weiter Kicken um fortzufahren

Weiter > | |["Abbrechen |

11. Enter an encryption key. It must be at least 8 characters long and should

contain mixed-case letters, numbers and special characters.

PeopleSync Encryption Configurator — O

Set encryption key
The key must be at least 8 characters long and should contain
mixed-case letters, numbers and special characters,

Secret Kay:

Secret Key Corfimnation

—

< Zuriick Weiter > Abbrechen

12. In this step, the PeopleSync Encryption Configurator will check if the

encryption key can be used to encrypt and decrypt data on the system. The
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Output should be as shown below.

)] PeopleSync Encryption Configurator — &

Setting encryption key___
The wizard is currently setting the encryption key.

Setting encryption key..
Success.

< Zuriick Abbrechen

After setup has finished, please proceed with frontend server installation.

Attention: Please check, if the encryption key generation has been successful! In

case of a failure run the PeopleSync Encryption Configurator again
with elevated admin permissions.
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4.2 Frontend Server Installation

This section will give detailed instructions on how to install and setup the
PeopleSync Frontend Server on Windows Server. All screenshots and examples
show Windows Server 2012 using Internet Information Server (lIS) 8.0. Other
releases of Windows Server and IIS should be almost identical to these detailed

instructions.
4.2.1 Preparing the database

The PeopleSync Frontend Server needs a SQL Server login to connect to the
PeopleSync database. The following steps will guide you through the process of

creating the login and granting the necessary permissions.

Please write down the login and password you created in the following steps, as

those will be needed during further setup.
Configure SQL Server for mixed authentication mode:
1. Open SQL Server Management Studio.

2. In SQL Server Management Studio Object Explorer, right-click the server,

and then click Properties.

3. On the Security page, under Server authentication, select SQL Server

and Windows authentication mode, and then click OK.

4. In the SQL Server Management Studio dialog box, click OKto

acknowledge the requirement to restart SQL Server.

5. In Object Explorer, right-click your server, and then click Restart. If SQL

Server Agent is running, it must also be restarted.
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Create a SQL Server login:

1. Open SQL Server Management Studio.
2. Open anew query window.

3. Typein the following command, set a password and hit Enter:
CREATE LOGIN psweb
WITH PASSWORD = ‘<enterStrongPasswordHere>',
CHECK_POLICY OFF;
GO

Grant permission to access the PeopleSync Database:
1. Open SQL Server Management Studio.
2. In Object Explorer, expand the Databases folder.
3. Expand the PeopleSync database.
4. Right-click the Security folder, point to New, and select User....

5. In the Database User — New dialog box, on the General page, select SQL

user with login.
6. Inthe User name box, enter the name psweb.
7. Inthe Login name box, enter the name psweb.
8. In the Default schema box, enter dbo.
9. Inthe Membership tab, select db_datareader and db_datawriter.

10. Click OK.
4.2.2 Installation

PeopleSync Server will automatically configure 1IS and PHP for PeopleSync. It will
add the necessary Windows Features to run IIS and will install its own PHP, as well

as PHP Manager.
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The automatic installation process can be run on a blank Microsoft Windows
Server. No further preparation is necessary. Although no Windows features are
removed, it is not recommended to use this process on a server where other IIS

applications are already in use.
To perform the installation, complete the following steps:

1. Start PeopleSync Frontend Setup.

PeopleSync Server Setup -

Welcome to the PeopleSync
Server Setup Wizard

The Setup Wizard wil install PeopleSync Server on your
computer, Click Next” to continue or "Cancel” to exit the
Setup Wizard.

2. Select the installation folder.

) PeopleSync Server Setup == -

Select Installation Folder
This is the folder where PeopleSync Server will be installed.

To instal in this folder, dick Next”. To install to a different folder, enter it below or dick
rowse”,

Folder:

C\Program Files\messageconcept|PeopleSync Server\ ‘ I Browse...

<Back || Next> | [ Cancel

3. Enter the SQL Server computer and instance name, database name, as well as

the SQL Server login psweb and corresponding password you created in
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] PeopleSync Server Setup -
SQL Database
Configure SQL Connection. ..
Server: [\slexoress] ‘
Database: ‘ PeapleSync ‘
Username: [paweb ‘

Passward: [ssssnnees

[ <Back |[ Net> | [ cancel

Start the PeopleSync Server installation.

] PeopleSync Server Setup -

Ready to Install
The Setup Wizard is ready to begin the Peoplesync Server installation

Click “Install” to begin the installation. If you want to review or change any of your
instalation settings, cick "Back”. Click "Cance!" to exit the wizard

<Back || sl | [ cancel

SSL to configure the hostname and SSL encryption in IIS.

4.2.3 Configuring Hostname and SSL

https://example.com:9443 can be used.
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After installation has finished, please proceed to 4.2.3 Configuring Hostname and

The recommended practice for the website’s URL is to use a dedicated hostname

like https://peoplesync.example.com. Alternatively a dedicated port as in
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For security reasons, you must configure HTTPS on the PeopleSync Frontend’s IIS
website. Starting with i0S 12, it is also no longer possible to authenticate over an

unencrypted connection.

To make it easier for you to evaluate PeopleSync, the PeopleSync Frontend
Installer creates a self-signed certificate on your server. It is named:
“PeopleSync on <HostName> - Replace Me with a valid cert”
PeopleSync will then be available via HTTPS on ports 443 and 8843. These ports
are the default ports for Android and iOS.

Attention: For production use, it is imperative to replace the self-signed
certificate with a certificate issued by a trusted CA.

The following is unsafe and unsupported:
- To use self-signed certificates in production.
- To let CardDAV clients connect via HTTP.

For information on how to install a certificate, please see:
https://docs.microsoft.com/en-us/iis/manage/configuring-security/how-to-set-

up-ssl-on-iis.

4.3 Setting up the PeopleSync LDAP Directory (optional)

PeopleSync uses a Microsoft Active Directory Lightweight Directory Services (AD
LDS) instance to provide contacts via LDAP. Messageconcept provides an MSI
installer that will install and configure a PeopleSync AD LDS instance. In case an
existing instance or an Active Directory shall be used, please contact

messageconcept support for guidance.
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The PeopleSync LDAP directory will use the default LDAP/LDAPS ports 389 and
636. Please make sure that these ports are not in use by any other LDAP directory
on the same server (e.g. Active Directory domain controller role). The LDAP
directory can be installed on a server running one of the PeopleSync components

or on a server of its own.

The PeopleSync LDAP directory will have two built-in accounts, an administrative
account and an account with read-only permissions. The admin account
psLDAP@PeopleSync.local is to be used by the PeopleSync service. The read-only

account psRead@PeopleSync.local can be used by clients to search the directory.

To set up the LDAP directory, please follow these steps.

1. Login to the server where the LDAP directory shall be installed with an
account having administrator rights.

2. Run the PeopleSync LDAP Instance Setup MSI.

) PeopleSync LDAP Instance Setup -

@ Welcome to the PeopleSync
LDAP Instance Setup Wizard

The Setup Wizard wil instll PeopleSync LDAP Instance on
your computer. Click Next” to continue o "Cancel” to exit
the Setup Wizard.
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3. Please select an installation directory. This is the location where AD LDS

data files will reside:

1 PeopleSync LDAP Instance Setup == -
Select Installation Folder
This is the folder where PeopleSync LDAP Instance will be installed.
To install in this folder, dick Next”. To install to 2 different folder, enter it below or dick
“Browse™,

Folder:

[c: Program Fies\PeopleSyncLDAPY Brovse...

messageconcept software GmbH

[ <Back ][ Newt> | [ canesl |

4. Please set passwords for the built-in PeopleSync LDAP accounts:

1 PeopleSync LDAP Instance Setup -
LDAP User Passwords
Specify passwords for LDAP users

Password for LDAP Admin User:

Password for LDAP Read User:

[ \

messageconcept software GmbH

[ <Back || nNewt> | [ cancl |

5. Please wait for the installation to finish.

In order to use the LDAP directory with PeopleSync, additional configuration in
the PeopleSync Console is required. Please see section 4.4.2 LDAP Settings in

PeopleSync Console (optional).
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4.4 |Initial System Configuration

To finish the initial setup of PeopleSync, PeopleSync system settings, as well as
licensing information need to be configured. Finally, the PeopleSync Service can

be started.
4.4,1 System Settings in PeopleSync Console

1. Run PeopleSync Console.

2. Login with the user Administrator and an empty password. You will then be
required to set a new password for the user Administrator.

3. Inthe console, click on System Settings in the navigation window.

4. Fill in the mandatory settings for Hostname, Domain Name, Base DN and

Internal URL and click on the Save button.

R contoso.de - PeopleSync Configuration Consoke - oI El
File Edt View Help
@ - 2 v B|Cd

Havigation 2 x Orectary Sarvice

Figure 3: System Settings
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Mandatory Settings

=  Hostname: The IP address or DNS name of an LDAP Server. When using
Active Directory, it must be a Global Catalog. Note that the PeopleSync
Frontend server will also access this server.

= Domain Name: The Active Directory Domain's DNS name (e.g.
contoso.de). Only needs to be filled when using Active Directory.

= Base DN: LDAP Directory's distinguished Name
(e.g. dc=contoso,dc=de).
To determine your DN, please see Appendix 9.1.
Must be empty when using NetlQ eDirectory.

= Internal URL: The URL PeopleSync Agent should use to connect to the
PeopleSync Frontend Server via the internal network
(default: http://<Frontend-Server-Name>:88).

Can be the same as the external URL. If possible, SSL should be used.

Optional settings:

In addition to the mandatory settings listed above, it is possible to configure email
alerting to notify administrators in case errors occur in PeopleSync. For email

alerting, the following settings need to be configured:

e Mail Server: The DNS name or IP address of an SMTP server.

e  SMTP Port: The SMTP server's TCP Port (e.g. 25).

e Send Mail on Error: Send mail only when an error occurs (recommended)

e Send Mail on Event: Send an email for every event logged to the PeopleSync
database (only for debugging).

e Send Mail on Success: Send an email every time an agent successfully runs.
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4.4.2 LDAP Settings in PeopleSync Console (optional)

If you want PeopleSync to provide contacts via LDAP, you need to configure the

connection to the LDAP directory first. Please proceed as follows:

Run PeopleSync Console.
Log in with the user Administrator.
In the console, click on System Settings in the navigation window.

Enable the Enable LDAP Address Lists option.

LA A

Fill in the mandatory settings for LDAP Server, LDAP Base DN, LDAP

Username, LDAP Password, PeopleSync OU, and click on the Save button.
The parameters must be set as follows:

e Enable LDAP Address Lists: Check to enable LDAP functionality.

e LDAP Server: The LDAP server’s DNS name or IP address

e LDAP Base DN: The LDAP directory’s base DN.

For the PeopleSync LDAP directory, please set to DC=peoplesync,DC=local.

e LDAP Username: A user with write access to the LDAP directory. This can
either be a domain or LDAP user account. If you are using an LDAP account,
enter either the distinguished name or — if configured — the user principal
name (UPN).

For the PeopleSync LDAP directory, please set to psLDAP@peoplesync.local.

e LDAP Password: The LDAP user’s password. Please note that except for the
PeopleSync LDAP directory, password policies may apply and the user’s
password may expire at some time. Please make sure that the account’s
password will not expire (AD LDS attribute: msDSUserDontExpirePassword).
For the PeopleSync LDAP directory, please use the LDAP admin user

password you set during installation of the PeopleSync LDAP directory.
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e PeopleSync OU: The organizational unit where PeopleSync will create LDAP
address lists and contacts. For the PeopleSync LDAP directory, please use

OU=Addresslists,DC=peoplesync,DC=local.
4.4.3 License Key

Please copy the license keys you received into the following directory:

%ProgramFiles%\messageconcept GmbH\PeopleSync\Agent\Licensekeys

If you chose a different installation directory, please copy the license key into the

Agent\Licensekeys directory in your installation folder.

Note: If you received a ZIP-file from your vendor, please unzip the file before

copying the license key files (XML) to the Agent\Licensekeys directory.

4.4.4 Start the PeopleSync Service

As a final step, the PeopleSync Service needs to be started.

1. Inthe Start Menu, run Services.
2. Select the service named PeopleSync Agent.

3. Click on Start button.
4.5 Updating an existing PeopleSync installation

Please follow the following procedure to apply an update or hotfix:

1. Set the startup type for the PeopleSync Service to Disabled.

2. Restart the system.

3. Run theinstaller and fill all fields like in the initial installation.

4. Click OK in the Configuration Required dialog. A new configuration is not
needed.

5. Set the startup type for the PeopleSync Service back to Automatic.
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5 Configuration
For the configuration of PeopleSync a dedicated console application is provided.
5.1 Object Management

The PeopleSync Configuration consists of different objects, such as Address Lists,
Agents and User Accounts. All object types are managed in a similar way.

Therefore we describe the management of objects on a general basis in this

chapter.

[# Address List - PeopleSync Configuration Console - o IES
File Edit View Help L)
@-0-1-X & 0 Text to search Search| v

Published MName 4 | Description
Navigation nox |
b @ Published Actors List of actors from MySQL database
ﬁj System Status @ Published AdventureWorks JobCandidate All current job candidates
“ fikesaes @ Published Customers Current customers
Address Lists =
& (&) Published Global Address List Contacts from Exchange Global Address ...
Service Accounts
4 88, Agents (&) published Marketing Contacts for marketing department
A, Active Directory Agents (&) Published Suppliers List of suppliers
B, Exchange GAL Agents
B, Exchange Folder Agents
8, SharePaint Agents (] New Ctrl+N »
A, Database Agents X Delete CtrlsD
lfj Database Providers v s
B, Action Accounts @ PageSetup..
4 (@ security $ Print... Ctrl+P
8 My Details & Pprint Preview..
& User @ Refresh F5
5] Log
8} System Settings [ Exportto y
) CopyCellValue  Ctrl+Shift+C

User: Administrator |

Figure 4: Object Management

All object management functions can be found in the menu, the symbol bar and

the context menu. The console also offers shortcut keys for most functions.
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5.1.1 Creation of new Objects

To create a new object (e.g. Address List) in the PeopleSync console, navigate to
the corresponding menu item in the navigation bar. Use the File New command in
the menu, the New symbol in the icon bar, the New command in the context

menu or the keystroke CTRL+N.
5.1.2 Deletion of an Object

To delete an object in the PeopleSync console, highlight the object in the list. Use
the File Delete command in the menu, the Delete symbol in the icon bar, the

Delete command in the context menu or the keystroke CTRL+D.
5.1.3 Documentation of your Configuration

You are able to print an object for documentation purposes. To print an object in
the PeopleSync console, highlight the object in the list. Use the File Print
command in the menu, the Print command in the context menu or the keystroke
CTRL+P. You are able to change the Page Setup or to get a Print Preview in the

menu and the context menu.

If you would like to export object information for documentation purpose on a file
base, you are also able to use the Export to function in the menu or context

menu.
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In the System Status dashboard, the current status of PeopleSync can be seen:

[# System Status - PeopleSync Configuration Console

File View Help

@-0-/C

Navigation * x

@ system stats
4 [ Address Lists
Address Lists
& Service Accounts
4 8 Agents
&, Active Directory Agents
B, Exchange GAL Agents
£, Exchange Folder Agents
£, SharePoint Agents
£, Database Agents

[Buccess: 1148]

(@ Database Providers Eventlog
& Action Accounts
4 (B searity BE=TL=
& My Detals b 03.07.2014 00:31:06
& User 03.07.2014 00:31:05
[El og

= 03.07.2014 00:31:04
4} System Settings
03.07.2014 00:31:01

03.07.2014 0

0:55
03.07.2014 00:30:53
03.07.201400:30:52

Licensing

Name

Events since last Week.

Level
@ Success
@ success
@ Success
@ success
@ success
@ Ssuccess
@ success

» Active Directory Agent Licenses

Database Agent Licenses
Exchange Agent Licenses

SharePoint Agent Licenses

Valid Servers

Valid Users

Category
Workfiow
Workflow
Workflow
workfiow
Workfiow
Workfiow
Workflow

Currently Schedued Agents

»

addressbook Agent Schedule ~
Contacts for employees (4D) Users from Active Directory Every 10
Contacts fram GAL Office 365 GAL Every 10
Employees (DB) il Every Hour
SharePoint Contacts SharePoint Contacts 5P 100
Contoso Pubiic Folder CorpContacts (Fublic Folder) Every 10
Crae HR Data Oraie HR Employees Every 15 .
Source Description Event D "
Exchange Folde... Exchange Folder Agent finshed. 10010
Exchange GAL A... Exchange GAL Agent finished. 20,010
Database Agent  Database Agent finished. 50.010
AD Agent AD Agent finished 10.010
AD Agent AD Agent finished. 10.010
SharePeint Agent  SharePoint Agent finished. 40.010
Database Agent  Database Agent firished. 50.010| v
= License... | Vake Product Name + Expirat... |Expired
active ... vald » plesync CAL, 100 vald
Database | Valid messageconcept PeopleSyne Enterprise Edition, 2 Servermes. valid

Exchange Vaid

ShareP... Vaid
Servers 2
Users 100

Figure 5: System Status

The console shows error messages from the application Log, as well as licensing

information.
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5.3 Address Lists

To manage Address Lists in the PeopleSync console, navigate to the Address Lists

menu item in the navigation bar.

[l Address List - PeopleSync Configuration Console - o IER
Fle Edt View Help

Q- -xX B

Navigaton

Peeweeg

Teoeeee

Figure 6: Address Lists
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5.3.1 Service Accounts

For the usage of an Address List in PeopleSync, you will need a Service Account
first. The Service Account is used to read from and write to the Address List in the

database.

I

Passwword Confimation:

Figure 7: Service Accounts

The User Name can be chosen from a directory service with the [...] button. To
enter the Password, click on the [...] button. The password will be encrypted

before it is stored in the database.
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5.3.2 Address Lists

An Address List is a logical container that holds contacts of a certain type. Every
Agent needs a dedicated Address List to store its data. It is also possible to create
an Address List that is not serviced by an agent. In this case, users can be given

modify permissions so that they can edit and share contacts.

To create Address Lists in the PeopleSync console, navigate to the corresponding

menu item in the navigation bar.

[ AD Employees (586364430997 LEA2D6FSB9ECF81FCOS0) - Address List - o IEH
File Edit View v
d-E@®-[Xv B @fe 00 @ v
Name: [4D Employces] B principals/psaddress@contoso.de x[v
Published CardDAV: @Pubhshed V| Default Country Code: | Afghanistan M
Published LDAP: (@) Not Published v
Desaription:
CardDAV Permissions LDAP Permissions.
0-/xX [ B - B~
Group
» | AD_Employees Read

Figure 8: Address List

Each Address List has two text properties. The Name is the name of an Address
List. The name will be shown on the mobile device. Therefore it is recommended
to choose a name that has meaning to users. The Description is used for

administrative purposes only. Users will not see the description.

You need to set a Service Account. It is used by PeopleSync Agents to access the

address list. The Service Account always has Modify permissions.
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Figure 9: Selecting a Service Account from a directory service

Address Lists can be published to the PeopleSync CardDAV server, as well as to an
LDAP directory. Using the Published CardDAV and Published LDAP properties,

you can control if the Address List is visible by clients.

If Published CardDAV is set to “Not Published”, the address list will no longer be
shown in the list of available address lists on the client. However, clients that
already have subscribed to this address list will in general continue to see the

address list.

In contrast, if Published LDAP is set to “Not Published”, the Address List does not
exist in the LDAP directory. If the Address List was previously published in LDAP, it
will be deleted from LDAP.

In the CardDAV Permissions and LDAP Permissions sections you can maintain the
access control list for an Address List. You are able to grant permissions to one or
several groups from your directory service. For LDAP, only read permission can be

assigned, whereas for CardDAV, the following permission levels can be granted:

= Read
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= Write
=  Modify

Groups can be managed in Microsoft’s Active Directory Users and Computers,

PowerShell, LDAP administration or third-party identity management solutions.

To to view an address lists content, click on the “eye” icon in the toolbar.
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5.4 Security

The PeopleSync Console has two layers of security. First, a user that needs to
access the PeopleSync Console must be a member of the PeopleSync

administrators group specified during setup.

B
S BB RS

Figure 10: Adding a User Role

In addition to that, users with specific roles can be created in the PeopleSync
Console. During installation, an administrative user named "administrator" with
an empty password is created. This user can add further users with restricted

permissions — e.g. the right to only manage address lists or agents.

Users can be managed in the application's Security section.

© messageconcept software GmbH Page 46



messageconcept

5.4.1 User Management

In Security > Users , the following actions can be performed:

e Create administrative user

e Manage administrative users

e Activate / deactivate administrative users
e Set user passwords

e Assign administrative roles
5.4.2 Roles

The following built-in roles can be assigned to administrative users in the

Security > Users section:

e  Administrators: Full permissions

e Address Lists: Create, delete, and manage address lists. Manage Address
list permissions.

e Agents: Create, delete, and manage PeopleSync Agents

e  Monitoring: View the PeopleSync log

e My Details: Use the My Details tab

e Security Administrators: Manage users and assign roles

e Users: Membership in all roles, except Administrators and Security

Administrators.
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5.4.3 My Details

The Security > My Details tab shows information about the currently logged-in
user. Users can change their own password and see the roles they are a member

of.

B sdminisirator - PeopleSync Configuration Console: - =

Figure 11: My Details
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55 Log

Information related to agent execution and licensing issues will be logged in the

PeopleSync database and displayed in PeopleSync Console's Log section.

18 1.og - Peoplesync Configuration Console - cEm
i v

00006006000 0G0GE0GCEG "

Figure 12: PeopleSync Log

Entries can have the following severity levels:

e Success: Agent has finished successfully
e  Error: An error has occurred
e Information: Informational events providing further detail for agent

execution.
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5.6 System Settings

In the System Settings dialog, essential settings for PeopleSync can be configured.
Mandatory Settings

=  Hostname: The IP address or DNS name of an LDAP Server. When using
Active Directory, it must be a Global Catalog. Note that the PeopleSync
Frontend server will also access this server.

= Domain Name: The Active Directory Domain's DNS name (e.g.
contoso.de). Only needs to be filled when using Active Directory.

=  Base DN: The Active Directory Domain's distinguished Name (e.g.
dc=contoso,dc=de). See Appendix 9.1 Determining an AD Domain's
Distinguished Name.
Must be empty when using NetlQ eDirectory

= Internal URL: The URL PeopleSync Agent can use to connect to the
PeopleSync Frontend Server via the internal network (e.g.

https://srv01.contoso.local, http://srv01.contoso.de:88).

Figure 13: System Settings
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Optional settings:

In addition to the mandatory settings listed above, it is possible to configure email
alerting to notify administrators in case errors occur in PeopleSync. For email

alerting, the following settings need to be configured:

=  SSL Enabled: If enabled, SSL will be used for all communications between
PeopleSync components and LDAP directory service.

=  Mail Server: The DNS name or IP address of an SMTP server.

= SMTP Port: The SMTP server's TCP Port (e.g. 25).

=  Send Mail on Error: Send mail only when an error occurs
(recommended)

= Send Mail on Event: Send an email for every event logged to the
PeopleSync database (only for debugging).

= Send Mail on Success: Send an email every time an agent successfully

runs.
Optional settings for LDAP functionality:

If you want PeopleSync to publish Address Lists to an LDAP directory, you must

configure the following parameters:

e Enable LDAP Address Lists: Check to enable LDAP functionality.
e LDAP Server: The LDAP server’s DNS name or IP address
e LDAP Base DN: The LDAP directory’s base DN.
For the PeopleSync LDAP directory, please set to DC=peoplesync,DC=local.
e LDAP Username: A user with write access to the LDAP directory. This can
either be a domain or LDAP user account. If you are using an LDAP account,

enter either the distinguished name or — if configured — the user principal
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name (UPN).
For the PeopleSync LDAP directory, please set to psLDAP@ peoplesync.local.
e LDAP Password: The LDAP user’s password. Please note that except for the
PeopleSync LDAP directory, password policies may apply and the user’s
password may expire at some time. Please make sure that the account’s
password will not expire (AD LDS attribute: msDSUserDontExpirePassword).
For the PeopleSync LDAP directory, please use LDAP admin user password
you set during installation of the PeopleSync LDAP directory.
e PeopleSync OU: The organizational unit where PeopleSync will create LDAP
address lists and contacts. For the PeopleSync LDAP directory, please use

OU=Addresslists,DC=peoplesync,DC=local.
Other Optional Settings

e Enable external caller ID: Enables “Default Country Code” setting on
address lists. This lets the user set a default country for the formatting of
all phone numbers where a country cannot be deduced from address or

phone data.
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5.7 Frontend Server Configuration

During the installation, the installer will create a server.ini configuration file in the
PeopleSync website root directory. This file is used to configure the database
access and looks like this:

[server]

db_type = sqlsrv
db_host = 127.0.0.1

db_name = peoplesync

db_login = peoplesync

db_pass = “secret”
All further settings are stored in the database itself. This includes ACLs, user
account information and the actual data for the contacts. To manage those

settings in the database, a dedicated tool is available called PeopleSync Console.

Note: The hosting of the database on a dedicated server is supported. The server

name or IP address can be altered in the file server.ini.
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6 Agents

Agents are one-way connectors that can be scheduled to import contacts from a
variety of source systems, such as Active Directory, SharePoint, Exchange and
others into a PeopleSync address list. An address list will always reflect the state
of the source system. There is no way to transfer data back to the source system.
Changes made to an address list by parties other than the agent will be

overwritten during the agent's next run.

Agents always import data from a single source system to a single address list. An
agent cannot import data into an address list that is already served by another

agent.

The PeopleSync Service runs the agents at the times defined in their schedules.

Only enabled agents targeting an enabled address list are executed.

WF_Sync - PeopleSync Configuration Console - o IEEH
File Edit View Help v
Q@ - -l 0~ X EYN e Q Text to search Search | w

e Name a | Workflow Address List Status
Navigation R x
» iAdventureWorks2012 Employees Database Agent Actors (&) Enabled
i System status Marketing Employees Active Directory Agent Marketing (®) Disabled
Add Lists
«E & :LS = Lists MySQL Database Agent AdventureWorks JobCandidate @ Enabled
ress Lis
E Service Accounts Office GAL Exchange GAL Agent Global Address List (¥) Disabled
a ﬁ Agents Suppliers SharePoint Agent Suppliers (¥) Disabled
M. Active Directory Agents Tier A Customers Exchange Folder Agent Customers (¥) Disabled

A, Exchange GAL Agents
A, Exchange Folder Agents
A, SharePaint Agents
A, Database Agents
#y Database Providers
& Action Accounts

4 B security
& My Detais
23 User

[E] o

48} System Settings

User; Administrator |

Figure 14: List of Agents
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6.1 Agent Control and Sync Schedules

All Agents share a set of generic properties to control and schedule each Agent.

6.1.1 Agent Control

-+, 1000 Customers SQL DB - Database Agent - o IEJ
File Edit iew v
J-B@®-X v » & e @ a 7
Agent | Data Source | Field Mapping

Agent Control
Name: Address st: | 1000 Customers 5QL Server x[v

Workflow: | Database Agent Status: (&) Enabled v

Description

Figure 15: Agent Control

All Agents have the following four properties for agent control:

=  The Name of an Agent describes the purpose of the agent.

=  You need to select an existing Address List for each Agent. The Address
List will be used to store the contact data, retrieved by the Agent.

=  You can select a Workflow for the Agent. In most cases, only one
workflow will be available.

=  The Status of each Agent can be set to Enabled or Disabled. Only

enabled Agents will retrieve data according to the schedule.
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" Bync Schedules
O~ X E‘@ f[ﬂ < I,@ w
MName & | Minutes Hours Day of Month Month |Day Of Week
» (Every First of Month 0 2 1 * ?

User: Administrator |

Figure 16: Sync Schedules Overview

You can configure one or more individual Sync Schedules for each Agent. A Sync

Schedule in PeopleSync uses CRON-style syntax:

[ Every First of Month - Sync Schedule

File Edit View

O-E@®B- X« & &
Sync Schedule

Mame: |Every First of Manth| Day of Month:
Minutes: |0 v | Month:
Hours: |2 v | Day Of Week:

User: Administrator |

1

®

?

Figure 17: Sync Schedule Configuration

Each Sync Schedule has a unique Name for documentation purposes.
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The Sync Schedule must be defined using the following CRON expressions:

Field name Allowed Values Allowed Special Characters
Minutes 0-59 >

Hours 0-23 > ¥

Month 1-12 > ¥

Day of Month 1-31 , ¥ 2

Day of Week 0-6 PR

The following special characters are used as values:

Character | Description

Commas are used to separate items of a list. For example, using

8,12,16 in the field hour means hours 8, 12 and 16 of a day.

The asterisk indicates that the expression matches for all values of

* the field. E.g., using an asterisk in the field month indicates every

month.

month or day-of-week blank.

The question mark is used instead of * for leaving either day-of-

CRON expressions beyond the tables above are not supported.
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6.2 Action Account

Action accounts store credentials for use in multiple agents. For example, if
multiple Active Directory agents exist and both can run with the same credentials,
they can use a single action account. Should the credentials change, they can be

edited at a single point.

If possible, the user name in the action account should be specified as a user

principle name (UPN).

Exchange Folder Action Account - Action Ac... - O [JE3

File Edit View W
O-BEB- X B Cloeoad -~
Mame: Sxchange Folder Action Account
Username: |exAction@messageconcept.com

xxxxxxxxx

Password:

User: Administrator |

Figure 18: Action Account

6.3 Phone Number Mapping

On mobile devices, a contact’s phone numbers are mapped to specific vCard
phone fields. This default mapping is not always satisfactory, as for example a

second phone number (other Phone) will be shown as “Voice” on the devices.

This default mapping can be changed in most agents, if the address book

concerned does not have “Published LDAP” enabled.
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Agents supporting a custom phone number mapping will have a tab “Phone
Mapping”, where the vCard target field can be changed to a more appropriate
field. For example, both “Phone” and “Other Phone” can be mapped to the

“Phone” attribute in a vCard.

The number originating from the attribute “Phone” will always be shown first,
whereas other numbers also mapped to the “Phone” attribute will be shown

subsequently.

£, Active Directory Agent - oI E3

File Edit View v
O-8@®- <190 & a v
Agent | DataSource | Phone Mapping

Phone Home Phane

Phone: Phone V| || Home phone: Homerhone v

Other Phone: Voice v] | | Other Home Phone: [car v

Mobie Phone MobiePhone v

Fax + Pager

Faxt Fax v

Other Fax: Modem v

Pager: Pager v

Figure 19: Phone Number Mapping Configuration

The above figure shows the default mapping. For greater ease of use, we suggest
to also map “Other Phone” to “Phone”, “Other Fax” to “Fax” and “Other Home

Phone” to “Home Phone”.
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6.4 Active Directory Agent HEE

The Active Directory Agent imports contact data from Active Directory users and
contacts. It has a fixed mapping of Active Directory to vCard fields and imports the
photo contained in the user objects’ thumbnailPhoto attribute. It always needs to

connect to a domain controller that is a global catalog server.

The agent retrieves all contacts or users found in the subtree of a base DN (i.e. an
organizational unit or the domain root), that match the criteria defined by an
object filter. To connect to the directory, an account with read permission is

needed.

Figure 20: Active Directory Agent Configuration shows an Active Directory Agent
that imports all "Person" objects in and below the "Marketing" organizational
unit. It does not import initials and uses an account named "Active Directory

Action Account" to access the directory.

£, AD Employees - Active Directory Agent - o Ea
File Edit View v
J-BE@®B- X« 4 Bef o a v
Agent | DataSource | Phone Mapping
Active Directory Configuration
Domain Contraller: [srv-1 Aceount: AD Acton Account x[v

Base DN: OU =Mitarbeiter, DC=contoso, DC=de Export Initals

Object Filter

(&([{telephonenumb

Figure 20: Active Directory Agent Configuration
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6.4.1 Requirements

The following requirements must be met by the source system:

=  Microsoft Active Directory based on Windows Server 2008 R2 and higher.
6.4.2 Configuration

The Active Directory Agent uses the following configuration parameters:

Global Catalog: The DNS name or IP address of an active Directory global catalog

server.

Base DN: The distinguished name of a base container or organizational unit.
Matching objects will be retrieved from this container and all child containers. For
example, the organizational unit "Marketing" located directly below the root of
the domain "ps.local" needs to be specified as "ou=Marketing,dc=ps,dc=local".
Distinguished names can be copied from the "attribute editor" tab in Active
Directory Users and Computers. This tab only shows when "Advanced Features" is

enabled in the "View" menu.

Object Filter: The object filter defines which Active Directory objects shall be
imported into PeopleSync. For example, the Filter " (objectCategory=Person)"
makes sure that only objects of type "Person" — i.e. users and contacts are

imported into PeopleSync.
The object filter supports the following classes:

=  organizationalPerson
=  contact
= user

= person (If object is also organizationalPerson)
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The following object filters are provided for ease of use:

= (objectCategory=Person)
All objects of type Person —i.e. users and contacts

= (&(|(telephoneNumber=*)(mail=*))(objectCategory=Person))
All objects of type Person, such as users and contacts, provided they
have a telephone number and email address.

= (&(!/(msExchHideFromAddressLists=TRUE))( | (telephoneNumber=*)(mail
=*))(objectCategory=Person))
All objects of type Person, such as users and contacts, provided they
have a telephone number and email address and are members of the

Exchange Global Address List.

For an introduction on how to create LDAP filters, please refer to the

documentation on Microsoft TechNet3.

Account: An account that is used to read data from Active Directory and has at

least read permission in Active Directory.
Export Intitials: If checked, the "Initials" field will be imported.

6.4.3 Field Mapping

The mapping of Active Directory properties to vCard fields can be found in

Appendix 9.2 Active Diretory Agent — Field Mapping

3 http://technet.microsoft.com/en-us/library/aa996205(v=exchg.65).aspx

© messageconcept software GmbH Page 62


http://technet.microsoft.com/en-us/library/aa996205(v=exchg.65).aspx

messageconcept

6.4.4 Phone Number Mapping

Phone number mapping is supported in this agent. See chapter 6.3 Phone

Number Mapping for details.
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6.5 Exchange GAL Agent NN

The Exchange GAL Agent imports contact data from the Exchange Server global
address list to PeopleSync. It has a fixed mapping of Active Directory to vCard
fields. It also imports the photo associated with the user or contact if the source

system is Office 365 or Exchange 2013 or higher.

The agent uses a remote PowerShell connection to an Exchange Server to retrieve
users and contacts that meet the criteria specified by a filter. Furthermore it
downloads user and contact photos through the Exchange 2013 or Office 365
REST Web API.

It can be used in scenarios involving a hosted Microsoft Exchange solution (e.g.
Office 365 Exchange Online), where Exchange Server can be queried by remote

PowerShell, but the hosted Active Directory is inaccessible from client side.

Note: PowerShell 2.0 must be installed. Execution policy must be set to
RemoteSigned4. This is configured during setup. The agent will malfunction

in case the setting is changed to a level other than “RemoteSigned” or
“Unrestricted”.

Figure 21: Exchange GAL Agent Configuration shows an example configuration
where contacts are loaded from an Exchange Server. The PowerShell Server URL
points to the Exchange Server and an account with permission to execute the
"get-user" and "get-contact" has been specified. In this case, basic authentication
has been chosen as authentication method. The filters exclude users from the

“ACME"” corporation and the discovery mailbox.

4 http://technet.microsoft.com/en-us/library/ee176961.aspx
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Note: If you are using Exchange Server in an on premise installation, we

recommend to use the Active Directory Agent to fetch the Exchange GAL.

£, Exchange GAL - Exchange GAL Agent
File Edit View

O-BER- (X[ 9>

Accounts Contoso Exchange
Auth Mode: BASIC

Contact Fiter:
Displayhame -ike ™

Powershell URL:  [https: [fsrv-2.contoso.de powers!

-ne "ACME Corp." -and RedpientTypeDetails -ne ‘DiscoveryMaibox”

hell User Photos: @) Enabled v
| v| Autodiscover Emails |administrator @contoso.de

-

Figure 21: Exchange GAL Agent Configuration

6.5.1 Requirements

The following requirements must be met by the source system:

= Microsoft Office 365, Exchange Online, or

Microsoft Exchange Server 2010 and higher

=  For Photos: Microsoft Exchange 2013 and higher

=  Remote Exchange Management Shell

6.5.2 Configuration

The Exchange GAL Agent uses the following configuration parameters:

PowerShell URL: The remote PowerShell connection URI to the Exchange Server

(Office 365: https://ps.outlook.com/powershell).
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Account: An account that has permission to connect via remote PowerShell and

execute the "get-user" and "get-contact" commands.

Auth Mode: The authentication method used to authenticate the user's

credentials. Supported methods are:

e BASIC: Basic authentication. Used for Office 365, among others.

e KERBEROS: Kerberos authentication is being used.

e NEGOTIATE: Either Kerberos or NT LAN Manager (NTLM) is used. Domain
accounts are authenticated via Kerberos, while for local computer

accounts, NTLM is used.

User Photos: Enables or disables the download of user and contact photos. Office

365 or Exchange 2013 and higher is required for this feature to work.

Autodiscover Email: The account’s email address. This is used to automatically
discover the Exchange Web Services URL. Optional when User Photos are

deactivated.

User and Contact Filter: The filters define which users or contacts are loaded
from the Exchange GAL. They use PowerShell-style Filter syntax. For a list of

filterable properties, please refer to section 9.

The default user filter "RecipientTypeDetails -ne 'DiscoveryMailbox'" excludes the
DiscoveryMailbox user, while the default contact filter "DisplayName -like '*"

excludes all contacts with an empty display name.
6.5.3 Field Mapping

The Exchange GAL Agent uses the same field mapping as the Active Directory

Agent (see Appendix 9.2 Active Diretory Agent — Field Mapping).
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6.5.4 Phone Number Mapping

Phone number mapping is supported in this agent. See chapter 6.3 Phone

Number Mapping for details.
6.5.5 Choosing between AD Agent and Exchange GAL Agent

The Active Directory Agent and the Exchange GAL Agent are both able to fetch the

GAL content from Active Directory. The result will be almost the same.

In the case of an on premise Exchange Server installation, we usually recommend
the Active Directory Agent. If you are using Office 365 Exchange Online, the

Exchange GAL Agent is the only choice.
6.5.6 Tips for Implementing the Exchange GAL Agent

The GAL Agent runs the PowerShell cmdlets "get-user" and "get-contact" to get
users and contacts from Office 365. Both cmdlets have a parameter "-filter" which
is configurable in the PeopleSync Console. To edit the filter, open the GAL Agent

in the console and modify the "User Filter" and "Contact Filter".

The filters use PowerShell Syntax. For example, if you want to get all users that
have email addresses in a specific domain (e.g. example.com), you can enter the

following into the "User Filter" field:
WindowsEmailAddress -like '*@example.com'

You can use the following operators to build filters:
= -ne (not equal to)
= -t (less than)

= -le (less than or equal to)

=  -gt(greater than)
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= -ge (greater than or equal to)

= -like (like—a wildcard comparison)

= -notlike (not like—a wildcard comparison)

= -contains (contains the specified value)

=  -npotcontains (doesn't contain the specified value)
= -and (add another condition)

= -or

You can develop and test the filters in PowerShell by opening a Remote

PowerShell session to Exchange like this:

1. Onthe PeopleSync server, log in as the user the Agent runs under.
2. Open PowerShell with "Run as Administrator".
3.  Run the following command and enter the credentials of the user you

are using to connect to Office 365:
$Cred = Get-credential

4. Run the following command. The ps.outlook.com URL is the Office 365

Remote Powershell URL:

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -
ConnectionUri https://ps.outlook.com/powershell/ -Credential $Cred

-Authentication Basic -AllowRedirection

5. Run the following command. This should import the Remote PowerShell

cmdlets needed to query Office 365:

Import-PSSession $Session
Then you can test the filter by entering one of the following:

get-user -Filter {<Here goes your filter>}

get-contact -Filter {<Here goes your filter>}

and check if the results are correct.
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For example, to get all users with an email address in the example.com domain,

you can try this filter:
WindowsEmailAddress -like '*@example.com’

To test this filter in PowerShell, you would run this command:
Get-User -Filter {WindowsEmailAddress -like '*@example.com'}

You can also use "-and" and "-or" to have multiple conditions, like the following:
WindowsEmailAddress -like '*@example.com' -and Department -eq 'IT'

The users matching this would need to have a primary email address in the
example.com domain and be from the IT department, i.e. have "IT" set as the

value in their "Department" attribute.
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6.6 Exchange Folder Agent HEE

The Exchange Folder Agent imports contact data from a Microsoft Exchange
Server public folder or a folder inside a mailbox into an address list. It has a fixed
mapping of contact to vCard fields. It can import the photo contained in the

Exchange contact.

2, Exchange Publc Folder - Exchange Folder Agent - o IER
File Edit View v
O-2ER- X » Ba o a v
Agent Configuration
Email Address: |psexchange@contoso.de Account: Exchange Action Account x[v

Folder Path: | Contoso\CorpContacts

W Is Public Folder

Figure 22: Exchange Folder Agent Configuration

The agent connects to Microsoft Exchange Server via Exchange Web Services
(EWS). As it uses Exchange Autodiscover, only an email address needs to be
specified in the agent’s configuration and the agent will determine the correct

Exchange Server by itself.

Figure 22: Exchange Folder Agent Configuration shows a sample configuration.
The email address “exchangeAction@messageconcept.com” is used to
automatically determine the Exchange Server to connect to. The action account
named “Exchange Folder Action Account” is being used. The action account’s user
name would be the windows login name (more specifically: user principal name)
associated with the mailbox “exchangeAction@messageconcept.com” — i.e.
“exchangeAction@messageconcept.com”. All contacts found in the public folder

“Customers\TierA” are loaded into a PeopleSync address list. The checked
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Is Public Folder checkbox signals to the agent that the folder is located in the

public folder hierarchy and not the user’s mailbox.
6.6.1 Requirements

The following requirements must be met by the source system:

= Microsoft Office 365 Exchange Online OR
=  Microsoft Exchange Server 2010 and higher
=  Exchange Autodiscover

=  Exchange Web Services
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6.6.2 Configuration

The Exchange Folder Agent uses the following configuration parameters:

Email Address: The email address of an Exchange mailbox. This email address is
used to automatically configure the connection to Exchange Server (Exchange
Autodiscover). The folder specified in Folder Path must be located in this mailbox,

in case the Is Public Folder option is not selected.

Folder Path: The path to a contacts folder inside a mailbox or a public folder
hierarchy. It uses Windows directory-style syntax. Subfolders are separated by

“\”. Examples: Contacts, Sales\Contacts\VIP

Account: The credentials of the user account owning the mailbox specified in

Email Address.

Is Public Folder: If the folder specified in Folder Path is a public folder, this
checkbox must be checked. If the folder is located inside the mailbox specified in

Email Address, it must be unchecked.
6.6.3 Field mapping

The Exchange Folder Agent uses the field mapping described in Appendix 9.4
Exchange Folders Agent — Field Mapping.

6.6.4 Phone Number Mapping

Phone number mapping is not supported in this agent.
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6.7 SharePoint Agent HE

The SharePoint Agent imports contacts from a list located on a SharePoint Server
into an address list. The agent uses a default mapping of list fields to vCard fields,

but a custom mapping can also be configured.

Figure 23: SharePoint Agent Configuration shows a sample configuration of the

SharePoint agent. The agent will connect to the SharePoint web site
http://intranet.messageconcept.com and fetch all contacts from the list nhamed
“Suppliers”. No custom field mapping is defined; instead the default mapping is
being used. The credentials used for the connection are stored in the action

account named “SharePoint Action Account”.

£, SharePoint Contacts - SharePoint Agent - o IEl
File Edit View v

J-BEB- Xv 9> ae @ a 9
Agent | DataSource | Field Mapping
Sharepoint Configuration

SharePoint URL: | https:/fintranet.contoso.de

SharePoint Edition: |sh: v Auth scheme: NTLM v

L. Workcity] Equals Cologne

Effective Filter Conditons:
(IuorkCity] = ‘Cologne’)|

Figure 23: SharePoint Agent Configuration
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6.7.1 Requirements

The following requirements must be met by the source system:

=  Microsoft Office 365 SharePoint Online OR
= Microsoft SharePoint 2010 and higher

6.7.2 Configuration

The SharePoint Agent uses the following configuration parameters:

SharePoint URL: The SharePoint Site’s base URL, not the URL to the list directly.

Example: http://intranet.msio.de, https://extranet.msio.de
SharePoint Edition: SharePoint on premise or SharePoint Online.

Auth Scheme: The authentication mechanism for connecting to SharePoint.

Default is NTLM.
Account: An account that has the right to view the content of the list.
List Name: The name of the List. Example: “Clients”

Filter Conditions: A list of filter conditions. Blank, if no conditions are specified.
The following operators may be used:

e And

e Or

e Equals/ Does not equal

e Islessthan/Is less than or equal to

e Isgreater than / Is greater than or equal to

e Contains / Not Contains (Use Wildcard Operator ‘%’)

e IN/NOTIN

e Begins With / Ends With
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6.7.3 Field Mapping

All SharePoint fields may be freely mapped to contact fields. A default mapping is

provided for contact lists.

The field mapping shows the names of the vCard fields as field names. The
corresponding name of the source field must be entered into the text box next to

the vCard field.

%, SharePont Contacts - SharePoint Agent . o ER
File Edt View
a- B X 3 L e @2

o | Fek Masng

Comments

st

Enable Debu Logang

Figure 24: SharePoint Agent Field Mapping

In the field mapping, the following special parameters can be configured:
Image: The source field for the image data
Image Type: The image’s type. One of the following:

e Automatic: The Agent automatically determines the type of the field.
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e  File Name: The source field contains a file name. If it is a relative path,
the Image Folder parameter must be set to the base directory.
e Binary Data: The source field contains binary data.

e Base64 Data: The source field contains base64-encoded data.

Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.

Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.
6.7.4 Phone Number Mapping

Phone number mapping is supported in this agent. See chapter 6.3 Phone

Number Mapping for details.
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6.8 LDAP Agent

The LDAP Agent imports contact data from LDAP directories. LDAP fields can be
mapped freely to vCard fields. Importing an image field, such as the

thumbnailPhoto attribute is also possible.

The agent retrieves all contacts or users found in the subtree of a base DN (i.e. an
organizational unit or the domain root) that match the criteria defined by a filter
condition. To connect to the directory, an account with read permission is

needed.

Figure 25: LDAP Agent Configuration shows an LDAP Agent that imports all
"OrganizationalPerson" objects in and below the "Baden-Wirttemberg"
organizational unit. It imports all users and contacts with the title “Manager” from
the departments of Finance, Controlling, Organization and HR. It uses an account

named "AD Action Account" to access the directory.

- oEm

Figure 25: LDAP Agent Configuration
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6.8.1 Requirements

The following requirements must be met by the source system:

= LDAP v2 or LDAP v3 Protocol
6.8.2 Configuration

The LDAP Agent uses the following configuration parameters:
Server Name: The DNS name or IP address of an LDAP server.
Port: The LDAP server’s port. Default is 389.

Base DN: The distinguished name of a base container or organizational unit.
Matching objects will be retrieved from this container and all child containers. For
example, the organizational unit "Marketing" located directly below the root of
the domain "ps.local" needs to be specified as "ou=Marketing,dc=ps,dc=Ilocal".
Distinguished names can be copied from the "attribute editor" tab in Active
Directory Users and Computers. This tab only shows when "Advanced Features" is

enabled in the "View" menu.

Account: An account that is used to read data from Active Directory and has at

least read permission in Active Directory.
Auth Scheme: Mechanism to be used for authenticating with the LDAP server.

e SIMPLE: Plaintext authentication (Default)
e DIGESTMD5: Digest-MD5 authentication

e NEGOTIATE: NTLM/Negotiate authentication
Query Scope: Defines the depth of the search.

e  Whole Subtree: BaseDN and All objects on all levels below the BaseDN.
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e Single Level: BaseDN and all direct descendants.
e Base Object: Only the BaseDN
Object Class: The type of object to be queried. Typical object classes include:
e User: A user
e Contact: A contact
e OrganizationalPerson: Superclass of User and Contact, excludes some
mail and security attributes from the SecurityPrincipal and MailRecipient
auxiliary classes.
e Group: Agroup
Filter Conditions: A list of filter conditions. Blank, if no conditions are specified.

For the LDAP Agent, the following operators may be used:

e And
e Or
e Equals

e Does not equal
e Islessthan /s less than or equal to
e Isgreater than / Is greater than or equal to

e Contains (Use Wildcard Operator ‘%’)

6.8.3 Field Mapping

All LDAP fields may be freely mapped to contact fields. A default mapping is
provided for the OrganizationalPerson object class, which can also be used for

the User and Contact object classes.

Note: When importing binary-encoded images from LDAP fields, i.e. the

ThumbnailPhoto attribute, the image type field must be set to Automatic
or Base64 data.
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Figure 26: LDAP Agent field mapping

The field mapping shows the names of the vCard fields as field names. The
corresponding name of the source field must be entered into the text box next to

the vCard field.

In the field mapping, the following special parameters can be configured:
Image: The source field for the image data

Image Type: The image’s type. One of the following:

e Automatic: The Agent automatically determines the type of the field.

e File Name: The source field contains a file name. If it is a relative path,
the Image Folder parameter must be set to the base directory.

e Binary Data: The source field contains binary data.

e Base64 Data: The source field contains base64-encoded data. This must

be set when importing data from the ThumbnailPhoto attribute.
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Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.

Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.
6.8.4 Phone Mapping

Phone mapping is supported in this agent. See chapter 6.3 Phone Number

Mapping for details.
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6.9 Database Agent

The Database Agent imports contacts from a database table. The agent can
connect to any relational database, provided the ADO.NET database provider is
installed on the system running the agent, an appropriate connection string can
be specified and the database can be queried with a SQL SELECT command. The
agent does not have a fixed field mapping. It can import a photo, provided it is

specified as a file name having an absolute or relative path, or as a URL.

£, Current Customers - Database Agent - o EA
File Edit View v
O- @BER- X990 BlC o8 v
Agent | Data Source | Field Mepping

onnection

psneb14-2\sdlexpress Database Name:  |Demodata
Connection Template: |Default SQU Server Standard Security | X[ | Table Name [dbal. [Customers]

Account: s x[v

Filter Cor

visual | Text
And
.- [Region] Equals APAC

Effective Filter Conditions:
(Region] = 'APAC))

Figure 27: Database Agent Configuration
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Figure 27: Database Agent Configuration shows a sample Database Agent
configuration. Here, contacts are loaded from the table
"[HumanResources].[vlobCandidate]" located in the SQL Server Database
"AdventureWorks2012". The connection string template "Default SQL Server
Integrated Authentication" is being used, which means that no action account
needs to be entered, as the account running the People Sync service is used to
connect to the database. In this case, all rows of the "vlobCandidate" Table are

loaded, as no filter has been defined.
6.9.1 Requirements

The following databases are officially supported:

= SQL Server 2008 R2 and newer
=  QOracle 11g and newer

= MySQL 5.6 and newer

Other database providers can be used, but are not officially supported.
6.9.2 Configuration

The Database Agent uses the following configuration parameters:

Connection Template: Select an appropriate connection template for the type of
connection that is being configured. The connection template contains a
connection string and a corresponding database provider. PeopleSync ships with
several pre-defined connection templates. To define custom connection
templates, please refer to section 0 All Database fields may be freely mapped to

contact fields.
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%, Customers SQL DB - Database Agent - o ER

File Edit Viey
ERER- X 9 % Coo0o @

The field mapping shows the names of the vCard fields as field names. The
corresponding name of the source field must be entered into the text box next to

the vCard field.
In the field mapping, the following special parameters can be configured:
Image: The source field for the image data

Image Type: The image’s type. One of the following:

Automatic: The Agent automatically determines the type of the field.

File Name: The source field contains a file name. If it is a relative path,

the Image Folder parameter must be set to the base directory.

Binary Data: The source field contains binary data.

Base64 Data: The source field contains base64-encoded data.

Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.
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Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.

Custom

Server Name: The server’s DNS name or IP address. In case of SQL Server, if an
instance other than the default instance is being used, the server name needs to

be specified as {Server Name}\{Instance Name}.

Account: The account used to log on to the database, if credentials other than

those of the account running the PeopleSync Service are needed.
Database Name: The name of the database.
Table Name: The name of the table or view.

Filter Conditions: A list of filter conditions. Blank, if no conditions are specified.
6.9.3 Field Mapping

All Database fields may be freely mapped to contact fields.
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%, Customers SQL DB - Database Agent - o ER

File Edit Viey
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The field mapping shows the names of the vCard fields as field names. The
corresponding name of the source field must be entered into the text box next to

the vCard field.
In the field mapping, the following special parameters can be configured:
Image: The source field for the image data

Image Type: The image’s type. One of the following:

Automatic: The Agent automatically determines the type of the field.

File Name: The source field contains a file name. If it is a relative path,

the Image Folder parameter must be set to the base directory.

Binary Data: The source field contains binary data.

Base64 Data: The source field contains base64-encoded data.

Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.
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Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.

6.9.4 Custom Database Providers

Custom database providers can be defined in the Database Providers section. A
custom database provider consists of a Display Name, Invariant Name and a
Connection String Template. Custom Database Providers can be used to define a
connection using a database provider that is not officially supported or to

accommodate for a special connection string.

[&# Defautt SQL Server Integrated Security - Database Provider - o IEH
File Edit View v
O-EEB-|Xe B/ Clooa v
Configuration | Description
Display Name: [Default SQL Server Integrated Secur

Invariant Name: System.Data.5qClient

Server=<#Server#>;Database = < #Database# »;Trusted_Connection=True;

Connection String Template:

Requires Account

User: Administrator

Figure 28: Custom Database Provider

Invariant Name: The Invariant Name can be used programmatically to refer to the
data provider. It can be found in the DbProviderFactories section in

%windir%\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config.

© messageconcept software GmbH Page 87



messageconcept

Connection String Template: The connection string template contains a
connection string with placeholders that will be filled when the template is used

in an agent. The following placeholders may be used in a connection template:

= #iServer# The DNS name or IP address of the database server.
= fiDatabase## The database name
= HUser# The user name required to connect to the database

= #Password# The password required to connect to the database.

An example of a connection string template can be seen in Figure 28: Custom

Database Provider.

Requires Account: This setting should be checked if the #User# and #Password#
placeholders have been used in the connection string. This activates a validity
check during agent configuration and prevents users from inadvertently
forgetting to configure an action account. Do not check if the connection string
template uses integrated authentication — i.e. authenticates with the credentials

of the PeopleSync Service.
6.9.5 Phone Mapping

Phone mapping is supported in this agent. See chapter 6.3 Phone Number

Mapping for details.
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6.10 Salesforce Agent B

The Salesforce Agent imports contacts from the contacts list in Salesforce. The
agent uses a default mapping of list fields to vCard fields, but a custom mapping

can also be configured.

Figure 29: Salesforce Agent Configuration shows a sample configuration of the
Salesforce agent. The agent will connect to Salesforce and fetch all contacts

available to the configured service account.

2, salesforce - Salesforce Agent - o IEd
File Edit View v
- BEB-IXe 9> Bcloold ©
Agent | DataSource | Field Mapping

Salesforce Connection

Account: Salesforce seberhard x[v
Schema Name: | SalesforcePSSchema

Filter Conditions

visual | Text

and
+ [MailingCountry] Is any of (France, Belgium, Italy)
- [Department] Equals Marketing

Effective Filter Conditions:
(MaiingCountry] in (France’, Belgun, Ttaly) Ahd ([Department] = Marketing))

User: Administrator

Figure 29: Salesforce Agent Configuration

Note: The Schema Name “SalesforcePSSchema” should not be changed. If you

need a custom schema, please contact messageconcept support.
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6.10.1 Requirements

APl access must be enabled for the organization. As described in Salesforce
knowledge article 000005140, the organization must be on one of the following

editions:

=  Enterprise Edition
= Unlimited Edition
=  Developer Edition

=  Performance Edition
6.10.2 Configuration

The Salesforce Agent uses the following configuration parameters:

Service Account: An account that has the right to view the organization’s
contacts. Please add the Salesforce user’s security token at the end of the
password when saving the Salesforce Service Account in PeopleSync. For example,
if the Password is Passwordl and the security token is XXXXXXXXXX, the Service

Account’s password must be saved as Password1IXXXXXXXXXX.

Filter Conditions: A list of filter conditions. Blank, if no conditions are specified.
The following operators may be used:

e And

e Or

e Equals/ Does not equal

e Islessthan/Is less than or equal to

e Isgreater than / Is greater than or equal to

e Contains / Not Contains (Use Wildcard Operator ‘%’)

e IN/NOTIN
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6.10.3 Field Mapping

Field Mapping (Tab): In the Field Mapping tab (see Figure 30: Salesforce Agent
Field Mapping), a custom mapping of SharePoint list fields to vCard fields can be
specified. The field mapping shows the names of the vCard fields as field names.
The corresponding name of the Salesforce field must be entered into the text box
next to the field. For example, to map the Salesforce field “Description” to the
“Notes” field in the vCard, it needs to be entered into the text box next to the

“Notes” caption.

2, Salesforce - Salesforce Agent - o Em
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Figure 30: Salesforce Agent Field Mapping

In the field mapping, the following special parameters can be configured:
Image: The source field for the image data

Image Type: The image’s type. One of the following:
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e Automatic: The Agent automatically determines the type of the field.

e File Name: The source field contains a file name. If it is a relative path,
the Image Folder parameter must be set to the base directory.

e Binary Data: The source field contains binary data.

Base64 Data: The source field contains base64-encoded data.

Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.

Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.
6.10.4 Phone Mapping

Phone mapping is supported in this agent. See chapter 6.3 Phone Number

Mapping for details.

6.11 Microsoft CRM Agent B

The Microsoft CRM Agent imports contacts from the contacts list in Microsoft
Dynamics CRM. The agent uses a default mapping of list fields to vCard fields, but

a custom mapping can also be configured.

Figure 31: Microsoft CRM Agent Configuration shows a sample configuration of
the Microsoft CRM agent. The agent will connect to a Microsoft Dynamics CRM
instance and fetch all contacts available to the service account. The credentials
used for the connection are stored in the action account named

“contoso\administrator”.

© messageconcept software GmbH Page 92



messageconcept

% CRM 2015 - Microsoft CRM Agent
Fie Edt View

O-@@&-Xv 9 g e a
Agent | Data Source | Fild Mapring
ton

Auth Scheme: LM Acent: contomaladminist ator ®[v
CRM varsion: crm 2013 v stsum

Qeganization Name: | CRM2015 Ofject Type: Contact

AL e[ AastamO contosa. de 0RM20 15

ftor Conditons

Veual | Text

aod

] Equals Procement;

Effectvve Fiter Canditons

Figure 31: Microsoft CRM Agent Configuration
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6.11.1 Requirements

The following Microsoft Dynamics CRM versions are supported:

e CRM Online WLID (Windows Live)
e  CRM Online Office 365

e CRM2013

e CRM 2011

e CRM 2011 IFD

e CRM4.0

6.11.2 Configuration

The Microsoft CRM Agent uses the following configuration parameters:

CRM Version: The type of Dynamics CRM server to which you are connecting. In
case of Dynamics CRM Online, use either “CRM Online WLID” or “CRM Online
Office 365”. The “CRM Online WLID” setting is required to connect using the
Windows Live security token service (STS), and “CRM Online Office 365" is
required to connect using the Office 365 STS. For a CRM Online with local ADFS or

an IFD instance of CRM, you must also specify the “STSURL” property.

Organization Name: The name of the organization, e.g. “TheOrganization”. This

can be determined from the URL used to access Microsoft Dynamics CRM.
URL: The URL of the CRM organization, e.g. “http://mycrm/TheOrganization”.

Auth Scheme: The authentication method used. One of: NTLM, BASIC, DIGEST,
NONE. Only used for connections to CRM 4.0.

Service Account: An account that has the right to view the organization’s

contacts.
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STS URL: The URL of the security token service (STS). Must only be set for IFD
instances of CRM or CRM Online with local ADFS.

Filter Conditions: A list of filter conditions. Blank, if no conditions are specified.

For the LDAP Agent, the following operators may be used:

e And
e Or
e Equals

e Does not equal
e Islessthan/Is less than or equal to
e s greater than / Is greater than or equal to

e Contains (Use Wildcard Operator ‘%’)
6.11.3 Field Mapping

In Field Mapping (see Figure 32: Microsoft CRM Agent Field Mapping), a custom
mapping of CRM fields to vCard fields can be specified.

The field mapping shows the names of the vCard fields as field names. The
corresponding name of the CRM field must be entered into the text box next to
the field. For example, to map the CRM field “Description” to the “Notes” field in

the vCard, it needs to be entered into the text box next to the “Notes” caption.
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Figure 32: Microsoft CRM Agent Field Mapping
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The default field mapping for the Microsoft CRM Agent is described in 9.7

Microsoft CRM Agent — Field Mapping.

In the field mapping, the following special parameters can be configured:

Image: The source field for the image data

Image Type: The image’s type. One of the following:

e Automatic: The Agent automatically determines the type of the field.

e File Name: The source field contains a file name. If it is a relative path,

the Image Folder parameter must be set to the base directory.

e Binary Data: The source field contains binary data.

e Base64 Data: The source field contains base64-encoded data.
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Image Folder: The image file’s base directory. When importing images of type File
Name and the attribute value is a relative path, this must be set to the image’s

base directory.

Debugging: Enables debug logging to a file in the service account’s temp folder.

Enable only if requested by messageconcept support.
6.11.4 Phone Mapping

Phone mapping is supported in this agent. See chapter 6.3 Phone Number

Mapping for details.
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7 Access to Contact Data by Third-Party Systems

Third-Party systems can access PeopleSync contact data through a set of database

tables. The schema is as follows:

ContactPhoneNumber
{ o

addressbooks *

[

description

shared

sharedLDAP

DefaultisoCountryCode

synctoken

OptimisticLockField
GCRecord

Access to these tables is read-only. Any changes to the tables will be reverted
once the respective Agent runs. Changes made in these tables will also not be

propagated to devices.

The ContactPhoneNumber.FmtNumber is the telephone number formatted in

E.164 format, i.e. +49123456789.

Please enable the “Enable external caller ID” setting in System Settings. Then set
a default country code for each address list. This will improve formatting accuracy

when the country can’t be deduced from the contact.

Note: Please be advised that this data is only available for address lists that are

updated via a PeopleSync Agent.
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8 Troubleshooting and Support

8.1 Troubleshooting PeopleSync Frontend Server

If your clients cannot successfully connect to the PeopleSync server or no address
books and no contact data is shown on the clients. You can try the following steps

to narrow down the problem.

First, switch the PHP Error Reporting to Development machine. For that, go to
PHP Managers main view. Under PHP Settings click on Configure error reporting.

This will open the following view.

L] Internet Information Services (1IS) Manager [=T= TS|
@ [ winsmamees » |@ = @-
File View Help
I : Click on Apply after
| PHP Error Reportin . .
e-id|” |8 i PORIng selecting the option ¥ Assly
{3 Start Page . Cpacal
Use this feature to configure how PHP reports and | *x fon s |
65 WIN-SITILTHPES (WIN-SITSKLTHR | U5 s feature to configure how PHP reports and logs e Development machine Save the current changes
W & ssktomanpage
(2 Application Pools Type of server
bl Sites @ Hep
Select a server type. This will influence how the errors will be reported and logged.
Online Help
® Development machine

This is a development machine. A verbose error reporting will be used. All errors, warnings

and informational notices will be output in a web browser and also will be written into a

log file.

O Production machine
This is a production server accessible from the internet. Only errors will be written to a log
file. No errors, warnings or notices will be output in a web browser.
Error log file:
C:\Windows\temp\php54_errors.log El

& = 5| [ Features View || Content View
Configuration: ‘localhost’ applicationHost.config L =]

Figure 33: 1IS Manager PHP Error Reporting
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By switching the server type to Development machine, the PHP settings are
changed to show errors in the browser instead of logging them to a file. Then
open a web browser and enter the URL of your PeopleSync server, such as

http://peoplesync.example.com/.

This will prompt you for a user name and password. If this succeeds, you can
browse through the address books which have been made available for this given
user. If this step fails, an error message from the server will be displayed in the

web browser. Typical errors include:

= database server not reachable
-» check your server.ini
= database not correctly setup
-> use PeopleSync Console to correct this
= failure to authenticate the user
-» check with PeopleSync Console if the configured Active Directory

server is correct.

Note: Don’t forget to switch PHP Error Reporting back to Production Machine
after solving problems and finishing troubleshooting. Not switching back to

Production Machine poses a security risk as passwords can potentially be
logged in the PHP error log.
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8.2 Typical Problems in PeopleSync Agent

This chapter covers typical problems in PeopleSync Agent. Listed below are some

of the reasons and solutions to common problems.
8.2.1 Login to PeopleSync Console fails

Symptoms:
=  Error message “The application cannot connect to the specified
database, because the latter doesn't exist or its version is older than that
of the application. (...)” after login.
Cause:
=  The Windows domain user has no sufficient permissions.
Resolution:
= Check that the user is a member of the PeopleSync Admins group.
= Check that the PeopleSync Admins group has Datareader and
Datawriter permissions in the PeopleSync Database.
= Check that the PeopleSync Admins group has Mbodify permissions for

the file <PeopleSync Directory>\Console\LogonParameters.
8.2.2 PeopleSync is not licensed

Symptoms:
=  The PeopleSync log shows “Error” events of category “Licensing”.
= The PeopleSync Service is stopped.
Cause:
=  PeopleSyncis not licensed, license keys have not been copied to the

proper directory or license keys have expired.
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Resolution:

Make sure license keys have been copied to “Licensekeys” folder in the
PeopleSync Agents’ installation directory (e.g. C:\Program
Files\messageconcept GmbH\PeopleSync\Agent)

Verify that license keys are still valid by opening the license file in a text
editor or reading the PeopleSync log entries.

Restart the PeopleSync Service.

8.2.3 PeopleSync Service stopped: Invalid user, insufficient rights
Symptoms:
= The PeopleSync Service is stopped.
=  System event log shows errors with source “Service Control Manager”
for service “PeopleSync Agent”
Cause:
=  The service user account password is invalid
=  The service user does not have sufficient privileges to run a service
Resolution:
= Check that the service user account password is correct.
=  Make sure the service user account is an administrator on the local
server.
8.2.4 PeopleSync Service fails to start: Database problem
Symptoms:
= The PeopleSync Service is stopped.
= Application event log shows errors with source “PeopleSync_Agent” and
event text contains “System.Data.SqlClient.SqlException” and
“DevExpress.ExpressApp.Updating.CompatibilityException”.
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Cause:
= SQL Server is unreachable
= The database connection is wrong
Resolution:
= Make sure the database is running and the service account running
PeopleSync Service has sufficient rights in the database.
=  Search for “ConnectionString” in the agent.exe.config file located in the
PeopleSync Agents’ installation directory (e.g. C:\Program
Files\messageconcept GmbH\PeopleSync\Agent). Make sure the

connection string is still correct.
8.2.5 Exchange GAL Agent fails to connect to WinRM server

Symptoms:
= Error message 20900 in the event log: “Connecting to remote server
ps.outlook.com failed with the following error message: WinRM cannot
complete the operation.”
= If you are using an Exchange Server on premise instead of Office 365, the
server name might differ from ps.outlook.com.
Cause:
=  Agent connection to the remote server has been blocked by a local
firewall or network firewall.
=  Problem with forwarding the traffic by a proxy server to the remote
server.
=  The agent caused too many requests and run in Throttling state.
Resolution:
=  Check that the agent can communicate with the remote server.

= Check the Throttling configuration in Exchange Server or Office 365.
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=  Let the Exchange GAL Agent run less often.
8.2.6 Agent does not load data

Symptoms:
= A PeopleSync Agent does not load data or is not running.
Cause:
=  Agent or address list may be disabled
=  Scheduleis invalid
= Agent configuration is invalid
Resolution:
= Check that the agent and the corresponding address book are both
enabled.
= Check the validity of the Schedule. For example, a cron expression that
contains the same number twice (e.g. 0,5,10,5) is invalid.
=  Check the PeopleSync log for errors regarding this agent. Verify that the

agent’s configuration parameters are correct.
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8.3 Typical Problems in PeopleSync Address lists

This chapter covers typical problems in PeopleSync address lists. The listed

possible reasons for your problem might help you to troubleshoot the problem.
8.3.1 Address list not available on device

Symptoms:
= Address list is not visible on device
Cause:
= Device not synchronized
= |nsufficient permissions
= Address book disabled
Resolution:
=  Make sure that the address list is enabled in the PeopleSync Console.
= Verify that a group has been assigned with at least “Read” permissions
and that the user in question is a member of the group.
= Try to force synchronization on the device. If the address list still does
not appear, have the user open the PeopleSync Server URL in a web
browser and log on with his credentials. Navigate to addressbooks, then

click on the username and verify that the address list is shown.
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8.3.2 Address list content changes continuously or changes are

undone

Symptoms:
= Address list changes continuously, although the underlying data source
does not.
=  Changes made by users are undone after some time.
Cause:
= Avuser group is able to modify the address list’s content and the address
list has an agent configured.
= |tis not recommended to allow users to modify an address list, and at
the same time, have an agent import data into the same list.
Resolution:
=  Revoke the “Modify” permission in the address list’s permissions.

= Asan alternative, disable the associated agent.

8.4 Contacting Support

If this manual does not help solve your problem, please contact our support team.
Our support staff will guide you through the troubleshooting process or will

establish a remote session, if needed.
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9 Appendix

9.1 Determining an AD Domain's Distinguished Name

1. Open Active Directory Users and Computers.

In the View menu, enable Advanced Features.

L] Active Directory Users and C
File Action | View | Help
4= op| 7] Add/Remove Columns..
T Active Dires Large lcons
b ] Saved @ Small lcons
4 3 contox List
b 07 Buil
b = Con @] Detil
p & Do Users, Contacts, Groups, and Computers as containers
b & By Advanced Features
b [ For
' Lo Filter Options...
b (7 Man Customize...

2. Right-click on the Domain and select Properties.

E Active Dir
Fle Adion View Help

e 2@ o @E:E T W iy

rectory Users and Computers [SV-1.contosc.dl | N
v 1 B Delegate Contol,
¥ Com Find..
b @l Dom Change Dormain.
b ] Exch .
v (5 Fore
b 2 Losty =
b 4 Man
b ] Mier
b & Mita P
» B Peog I Tasks »
b Prog | View
b & RIC
Refresh
T I L
b seni  Bportlit
b Syt Properties
b 0 User
v & Worl___|HelP

3. Open the Attribute Editor tab.

contosa.de Properties. )
General | Mansged By | Otyect | Securty | Airbute Edtor

Zesbuten
e Vel
audtngPoly 0041
crestonTime 12.05.2014 22:10:44 W. Europe Dayicht Tl

DC e
= 0x0); Ltency Secs = 0; DeaGui:

Samrgs CHaSAV-1 CheSarvars,

ot ILDAP-1/eoe{SFRZB286 204 4550 AS56.6

nsarceTipe 6 (15 _HC_HEAD | WRITE )

CrcaSymerObest  TRUE

ocrodDumien 0003000

lockCutObservation, 0:00-30:00

oot Thesnad 10

< 0

[ | [A= ]
oK || cancs Heb.

4. Double-click on the distinguishedName attribute and copy its value.
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9.2 Active Diretory Agent — Field Mapping

The Active Directory Agent uses the following field mapping:

Active Directory VCard
Display Name EN LDAP Name Field Name
Initials initials Additional Names
Last Name sn Family Name
First Name givenName Given Name
Company company Organization Name
Department department Organizational Unit
Home Phone (Others) otherHomePhone Car
Mobile Number mobile Cell
Fax Number facsimileTelephone Fax
Number
Home Phone homePhone Home
Fax Number (Others) otherFacsimile Modem
TelephoneNumber
Pager Number pager Pager
Phone Number (Others) otherTelephone Voice
Telephone Number telephoneNumber Work

Country

co

Country Name
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Active Directory VCard

Display Name EN LDAP Name Field Name
City | Locality
Post Office Box postOfficeBox Post Office Box
ZIP/Postal Code postalCode Postal Code
State/Province st Region
Street Address streetAddress Street Address
E-Mail Address mail E-Mail
Display Name displayName Formatted Name
Description description Note
Photo thumbnailPhoto Photo
Job Title title Title

MD5 uiD

(distinguishedName)
Web Page Address wWWHomePage URL
Assistant's telephone telephoneAssistant X-MS-ASSISTANT
Manager manager X-MS-MANAGER

Note: The Exchange GAL Agent uses the same field mapping as described in the

table above.
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9.3 Exchange GAL Agent — Filterable Properties

Property Name User Contact
AllowUMCallsFromNonUsers X X
AssistantName X X
City X X
Company X X
CountryOrRegion X X
Department X X
DisplayName X X
DistinguishedName X X
ExchangeVersion X X
Fax X X
FirstName X X
Guid X X
HomePhone X X
Initials X X
LastName X X
Manager X X
MemberOfGroup X X
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Property Name User Contact
MobilePhone X X
Name X X
Notes X X
Office X X
OtherFax X X
OtherHomePhone X X
OtherTelephone X X
Pager X X
Phone X X
PhoneticDisplayName X X
PostalCode X X
PostOfficeBox X X
RecipientType X X
RecipientTypeDetails X X
SamAccountName X

SimpleDisplayName X X
StateOrProvince X X
StreetAddress X X
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© messageconcept software GmbH

Property Name User Contact
TelephoneAssistant X X
UMDtmfMap X X
UMRecipientDialPlanid X X
UserPrincipalName X

WhenChanged X X
WhenCreated X X
WindowsEmailAddress X X
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9.4 Exchange Folders Agent — Field Mapping

The Exchange Folder Agent uses the following field mapping:

Exchange Contact

vCard

Initials Additional Names
Last Name Family Name

First Name Given Name
Company Organization Name
Department Organizational Unit
Home Phone (Others) Car

Mobile Number Cell

Fax Number Fax

Home Phone Home

Fax Number (Others) Modem

Pager Number Pager

Phone Number (Others) Voice

Telephone Number Work

Business Address Country

Work Address Country Name

Business Address City

Work Address Locality

Business Address Post Office Box

Work Address Post Office Box
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Exchange Contact

vCard

Business Address ZIP/Postal Code

Work Address Postal Code

Business Address State/Province

Work Address Region

Business Address Street Address

Work Address Street Address

E-Mail Address

E-Mail

Display Name Formatted Name
Description Note

Photo Photo

Job Title Title

Web Page Address URL

Assistant's telephone

X-MS-ASSISTANT

Manager

X-MS-MANAGER
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9.5 SharePoint Agent — Field Mapping

The default field mapping for the SharePoint Agent is as follows:

SharePoint vCard

Title Last Name

FirstName First Name

Company Company

JobTitle Title

WorkAddress Business Address Street Address
WorkCity Business Address City

WorkState Business Address State Or Province
WorkZip Business Address Postal Code
WorkCountry Business Address Country or Region
WorkPhone Work Phone

HomePhone Home Phone

CellPhone Mobile Phone

WorkFax Work Fax

Email Email Address

Webpage Web Page
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9.6 Salesforce Agent — Field Mapping

The default field mapping for the Salesforce Agent is as follows:

SharePoint vCard
LastName Last Name
FirstName First Name
Name Display Name
Department Department
AccountName Company
ReportsToName Manager
Initials
Title Title

MailingStreet

Business Address Street Address

MailingCity

Business Address City

MailingState

Business Address State Or Province

MailingPostalCode

Business Address Postal Code

MailingCountry

Business Address Country or Region

Phone Work Phone
OtherPhone Other Phone
HomePhone Home Phone
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SharePoint vCard

Other Home Phone
MobilePhone Mobile Phone
Fax Work Fax
AccountFax Other Fax Number

Pager

AssistantPhone

Telephone Assistant

Email

Email Address

AccountWebsite

Web Page

Supported Attributes:
e AccountNumber
e AccountSource
e AnnualRevenue
e AssistantName
e AssistantPhone
e BillingCity
e BillingCountry
e BillingLatitude
e BillinglLongitude
e BillingPostalCode

e BillingState

© messageconcept software GmbH

e BillingStreet
e Birthdate
e C(CreatedDate

e (CreatedDate

e DandbCompanyld

e Department
e Description

e Description

e DunsNumber

e Email

e EmailBouncedDate
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EmailBouncedReason
Fax

Fax

FirstName
HomePhone
Industry
IsEmailBounced
LastActivityDate
LastActivityDate
LastCURequestDate
LastCUUpdateDate
LastModifiedDate
LastModifiedDate
LastName
LastReferencedDate
LastReferencedDate
LastViewedDate
LastViewedDate
LeadSource
MailingCity
MailingCountry
MailinglLatitude
MailingLongitude
MailingPostalCode
MailingState

MailingStreet
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MasterRecordld
MobilePhone
NaicsCode
NaicsDesc

Name

Name
NumberOfEmployees
OtherCity
OtherCountry
OtherLatitude
OtherlLongitude
OtherPhone
OtherPostalCode
OtherState
OtherStreet
Ownership
Parentld

Phone

Phone

Rating
ReportsToFirstName

ReportsTold

ReportsToLastName
ReportsToName
Salutation
ShippingCity
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e ShippingCountry e Site

e Shippinglatitude e SystemModstamp
e ShippinglLongitude o TickerSymbol

e ShippingPostalCode e Title

e ShippingState e Tradestyle

e ShippingStreet e Type

e Sic e  Website

e SicDesc e YearStarted
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9.7 Microsoft CRM Agent — Field Mapping

The default field mapping for the Microsoft CRM Agent is as follows:

SharePoint vCard
LastName Last Name
FirstName First Name
FullName Display Name
Department Department
ParentCustomerld_Name Company

Manager

Initials
JobTitle Title

Addressl_Linel

Business Address Street Address

Address1_City

Business Address City

Addressl_StateOrProvince

Business Address State Or Province

Address1l_PostalCode

Business Address Postal Code

Address1_PostOfficeBox

Post Office Box

Address1l_Country

Business Address Country or Region

Telephonel

Work Phone
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SharePoint vCard
Telephone2 Other Phone
Home Phone

Other Home Phone

MobilePhone Mobile Phone

Fax Work Fax

Other Fax Number

Pager

Telephone Assistant

EMailAddress1 Email Address

WebSiteUrl Web Page
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Version History

Version | Changes

1.00 =  First Public Release

Copyright
Copyright © by messageconcept software GmbH.

The description of the CRON-like Sync Schedules is partly copied from the

Wikipedia encyclopedia (http://en.wikipedia.org/wiki/Cron).
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Contact us

messageconcept software GmbH
Grosse Witschgasse 17

50676 Cologne - Germany

Phone  +49 221 677855 0
Fax +49 221 677 855 99

E-Mail info@messageconcept.com

Internet www.messageconcept.com

messageconcept Hotline Numbers

For technical sales and software support please use the following contact details.

Languages Countries Hotline Numbers

German DE/AT/CH +49 221 677 855 49

English US/CA +1 778 786 3475
UK +44 870 479 8657
Other +49 221 677 855 44

Our hotlines are available 24/7. Outside European business hours you will be
connected to one of our call center agents and will receive a callback during

business hours of your time zone.
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